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Considerations For Grid-Down Communications
•

The lack of viable broadcast news media even at the present situation
mandates that you conduct communications monitoring activities in order to
get an accurate picture of activities in your area of operations (AO).
During a grid-down scenario, this capability will become even more
important. If you do nothing else in the way of radio communications, you
must at the very least have an adequate communications monitoring setup.

•

Your communications equipment will need to be capable of operating
independent of the power grid. The lack of consistent reliable electric
utility service in a grid-down scenario means that you will have to produce
your own power for communications. This equates to rechargeable batteries
and alternative power systems. Fortunately there are several solutions
available to address this consideration.

•

The limited quantity of electricity from self-generation means that you
should use the lowest amount of RF power needed to establish reliable
communications. Ham radio has a subset of low-power communications known as
QRP, and many hobbyists use this technique exclusively. QRP radios also have
other advantages that make them appealing for grid-down communications.

•

Many grid-down scenarios will have you operating in field locations. Your
equipment should be portable or at least easily transportable. This applies
to most QRP radios, by the way.

•

Commercial electronic repair facilities will not be available in a long-term
grid-down scenario. At best you may have access to a retired electronic
repair technician or advanced hobbyist with a small personal collection of
common parts and basic test equipment. Some of your equipment should be
capable of being repaired under these conditions. This means the use of
common components, either vacuum tubes or discrete solid state devices, with
point-to-point wiring or simple thru-hole PC Boards. This is typical radio
construction up to the 1980s, and is still done with homebrew rigs.

•

Interestingly enough, the concepts of QRP (low-power), off-grid operation,
portable communications equipment, and homebrew gear are all interconnected
and very popular among a significant segment of the amateur radio community
to the point of several activities such as SOTA (Summits On The Air)
catering to hams who are into this sort of thing.

•

Socio-political effects of a grid-down scenario may make it necessary for
you to implement some form of communications security (COMSEC). Depending on
the specific type and severity of the scenario, you may be facing threats
ranging from bandits with a police scanner to a professional signals
intelligence (SIGINT) asset.
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The Plan
1. The first, and continuous, thing
communications/electronics skill set.

you

should

do

is

work

on

your

2. Set up a communications monitoring post. This is more important than being
able to talk on the air to other people, and even if you have no interest in
getting your ham license you should at the very least have the capability to
listen in to what's being said on the airwaves.
3. Never trust anyone else's infrastructure. Things like 2 meter ham repeater
networks are great until they go down. Think simplex, and think NVIS.
4. Establish your intra-group communications.
5. Establish your communications
(interoperability).

networks

with

neighboring

allied

groups

6. Establish communications with nationwide communications networks.

This portable communications setup follows the first five steps of The Plan.
1. The individual that assembled this kit learned what he needed to do it
properly.
2. It has adequate communications monitoring capability for the user's AO.
3. It's off-grid capable.
4. It handles intra-group communications.
5. It has interoperability with neighboring groups.
With the addition of a portable HF rig, it would complete all six steps.
4
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VHF/UHF Radio Communications Monitoring
A common "police scanner" is one of the most potentially useful tools a
survivalist could have. Scanners have come a long way from bulky, crystalcontrolled affairs with a handful of channels. Contemporary scanners fit in the
palm of your hand, have a thousand keyboard-programmable channels, and have wideband frequency coverage from 100 Khz. To 2+ Ghz. Certain models even have the
ability to follow communications on trunked radio systems used by government and
business, and can demodulate APCO-25 (P-25) digital modulation now becoming
popular on both conventional and trunked radio systems. For the uninitiated, a
scanner is a VHF/UHF communications receiver that has the ability to step through
multiple channels or "scan", stopping on a frequency it detects traffic on.
Scanners monitor frequencies used by government agencies, the military, public
safety,
emergency
services,
utility
companies,
businesses,
and
wireless
telecommunications devices. Some of the more deluxe units even cover the "HF"
shortwave region. While the use of mobile data systems and encryption is on the
rise, there is still plenty of activity to be monitored for the foreseeable
future.

Equipment
Generally speaking, the purpose of a full-scale communications monitoring
set-up would be the following:
•

RF spectrum search for new frequencies and fingerprint of local RF spectrum

•

Monitoring of applicable local & regional RF activity

•

Monitoring of local "indicator" frequencies that provide notification of
unusual events or activity

•

Monitoring of 1-50 "priority" frequencies of interest

•

Detection and monitoring of nearby RF activity (Close Call scanning)

•

Identification of previously unidentified RF activity

•

Recording of select RF communications

With the exception of the newer models that feature P-25 demodulation and 2+
GHz. frequency coverage, 90% of your equipment needs can be acquired at a
significant savings by purchasing it used. There is always Ebay, but I much prefer
checking out local hamfests, ham-oriented electronics stores, and pawnshops. There
is no way you would, for example, be able to buy a mint condition Icom R-10 for
$100 or a $75 Radio Shack PRO-43 off Ebay. Yet, that is exactly the price my
friends and I have paid for them at local pawnshops.
There are some specific models of scanners that deserve specific mention.
The first two are the classic Radio Shack PRO-2004/2005/2006 and PRO-43 base and
handheld scanners. These units are considered to be the ones that started it all
in respect to custom modifying scanner receivers, and were the focus of the
Scanner Modification Handbooks written by the late Bill Cheek. Out of the three
base units, the last in the series, the PRO-2006, is considered the "primo" unit.
Another highly regarded unit is the Radio Shack PRO-26 handheld that featured full
25-1300 MHz. coverage when properly modified. Two other notable scanners are the
Radio Shack PRO-2035 and PRO-2042. While post-1994 units, they were the first
units to have prompted the discovery of the virtual downconverter mod, and were
considered some of the last units that were easily customizable. Of the two, the
PRO-2042 is considered the better unit. The Uniden/Bearcat BC-780XLT is yet
another unit that should appear in used equipment circles and worth a look at.
Icom and AOR communications receivers for the most part are always worth acquiring
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when found on the used equipment market, despite their high resale price. There
exist many sites on the Internet that contain equipment reviews, and I recommend
checking them out when you have a specific piece of equipment in mind.
Radio Shack PRO-2006
The “hacker's scanner”
that started it all for
many of us...

As far as specific recommendations are concerned, that would depend on the
communications systems that are being used in your area. For example, Southern
California would have vastly different requirements than upstate New York. Look
for models that can operate off commonly available AA batteries, as opposed to
models which require a proprietary battery pack. With the use of rechargeable
batteries and a small solar charger, the former can be kept powered up sans
electrical infrastructure almost indefinitely.
For those of you who are beginners to the monitoring hobby, what scanner to
buy is a little confusing. The short answer is: Buy one that can monitor your
local communications systems of interest. This information can generally be found
at the Radio Reference Website1. Radio systems will be either conventional or
trunked. Besides being conventional or trunked, they can be analog or digital. If
the system is digital, it could be APCO P25 CAI2, Harris Open Sky, Mototrbo, DMR,
NXDN, or a few other lesser-used modulation schemes. Finally the system can also
be encrypted. If the system uses encryption, you are out of luck.
Let's start with an analog conventional system. This is a base,
mobiles/portables, and maybe a repeater. You are dealing with one or two
frequencies, and any scanner can monitor them. Digital conventional works the
same, except instead of good-old analog FM the system uses a digital modulation
scheme. Currently, the only digital modulation you can monitor with a scanner is
APCO P25 CAI, which is a common public-safety standard. DMR, NXDN, and a few other
modes can be monitored with a USB SDR 3 and the right software. If the system uses
anything else, or this encrypted, then you are out of luck.
Trunking systems use multiple frequencies. One is typically assigned as a
"control channel", and different agencies are assigned "talkgroups". When a unit
comes on the air with a specific talkgroup, the system assigns everyone on the
talkgroup to a certain frequency in the system. The most common system is Motorola
Smartnet, although there are also EDACS, LTR, and other systems. The three systems
that a "Trunktracker" scanner or USB SDR can selectively monitor are Motorola,
EDACS, and LTR. When I say "selectively monitor", I mean follow talkgroup activity
on a specific talkgroup as it goes from frequency to frequency on the system.
While you cannot follow talkgroups on other systems, you can still scan the
individual channels conventionally and monitor them that way. Digital trunking
works the same way, except that the RF modulation is digital instead of analog FM.
A digital trunktracker or USB SDR will be able to selectively monitor these
systems.
To summarize:
●

If the radio system is analog conventional, you are fine with a basic
scanner.

1 http://www.radioreference.com/
2 Common Air Interface
3 A software defined radio running off a PC's USB port.
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●

If the radio system is analog trunked, then you could get by with a basic
scanner, but a Trunktracker or USB SDR is nice so you can follow talkgroups.
However...

●

You can only follow talkgroups on a Motorola, EDACS, or LTR system.

●

If the system is conventional P25 digital, then you will need a Digital
Trunktracker or USB SDR.

●

If the system is trunked P25 digital, then you will need a Digital
Trunktracker. Although I have heard some reports of USB SDRs being used with
trunked system monitoring software such as Unitrunker.

●

If the system is DMR or NXDN, then you can use a USB SDR.

●

If any system uses encryption, then you are out of luck.

If you either cannot afford the $500 for a digital trunktracker, or live in
an area that has a system you cannot monitor such as Open-Sky, don't fret. There
are still useful frequencies that you can monitor with a scanner, or you can use
one of the new USB SDRs.

Scanners Versus Communications Receivers Versus USB SDRs
It used to be that the line between police scanners and communications
receivers was well defined. Police scanners covered from 25 or 30 MHz. to at least
512 MHz. The then top of the line police scanner, the Radio Shack PRO-2004 had a
frequency coverage from 25-1300 MHz. minus the analog cellular phone band (before
you clipped the diode) and the UHF TV broadcast band. Scanners also had large
memory channel capacity and the means to rapidly cycle through them looking for
activity. Communications receivers were considered the domain of the HF bands, and
were often called shortwave receivers. Their frequency coverage was from around
100 KHz. to 30 MHz. They were designed for tuning through the shortwave spectrum
and sitting on a particular frequency for a period of time. Their channel memories
were intended for ease of recall as opposed to scanning for activity. Icom did
make a VHF/UHF communications receiver, the R-7000. It boasted excellent receive
performance and 25-2000 MHz. frequency coverage. Many radio shops I have been in
used one as a piece of test equipment. Most scanner hobbyists eschewed it however
because for the purpose of monitoring the locals their Bearcat BC-200 or Radio
Shack PRO-34 worked better.
Towards the late 1990s, the line between shortwave communications receivers
and police scanners blurred with the introduction of wide-band receivers that
covered the HF, VHF, and UHF bands. The classic representative examples of these
receivers were the Icom R-8500 and AOR AR-3000 wide-band communications receivers.
For handheld receivers it was the Icom R-10 and AOR AR-8000. These units had
frequency coverage from 100 KHz. to 2 GHz. with adequate performance. Being
communications receivers however their were not as well suited for typical VHF/UHF
monitoring scenarios. During this period of time we also saw the introduction of
police scanners capable of following communications on trunked radio systems, such
as the pioneering Uniden Bearcat BC-235XLT. Many an Icom R-10 found its way to a
hamfest or pawnshop with a $100 price tag on it because some scanner hobbyist
bought it and attempted to use it as a police scanner instead of wringing out its
full potential as a wideband communications receiver.
Communications receivers are now coming back into vogue among hobbyists with
USB “stick” type receivers such as the Funcube Dongle4 and RTL-SDR5. These
“receivers” plug into a computer's USB port and use the computer's USB audio
device in combination with software to demodulate all sorts of modes. Most, if not
4 http://www.funcubedongle.com/
5 http://www.rtl-sdr.com/
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all, of this software is open source. At the time of this writing, the available
modes included:
•

P25 Phase 1

•

ProVoice EDACS Digital voice

•

X2-TDMA

•

DMR/MOTOTRBO

•

NXDN - 9600 baud (12.5 kHz) NEXEDGE and 4800 baud (6.25 kHz) NEXEDGE/IDAS

•

D-STAR

•

C4FM modulation

•

GFSK modulation (including GMSK and other filtered 2/4 level FSK)

•

QPSK modulation (sometimes marketed as "LSM")

The use of the computer as a demodulator has enabled hobbyists to use the
USB SDRs for all sorts of applications, including:

8

•

Listening to unencrypted Police/Ambulance/Fire/EMS conversations.

•

Listening to aircraft traffic control conversations.

•

Tracking aircraft positions like a radar
with ADSB decoding. ►►►►►►►►►►►►►►►►►►►►►

•

Decoding aircraft ACARS short messages.

•

Scanning trunking radio conversations.

•

Decoding unencrypted digital voice
transmissions.

•

Tracking maritime boat positions like a
radar with AIS decoding.

•

Decoding POCSAG/FLEX pager traffic.

•

Scanning for cordless phones and baby monitors.

•

Tracking and receiving meteorological agency launched weather balloon data.

•

Tracking your own self launched high altitude balloon for payload recovery.

•

Receiving wireless temperature sensors and wireless power meter sensors.

•

Listening to VHF amateur radio.

•

Decoding ham radio APRS packets.

•

Watching analogue broadcast TV.

•

Sniffing GSM signals.

•

Using rtl-sdr on your Android device as a portable radio scanner.

•

Receiving GPS signals and decoding them.

•

Using rtl-sdr as a spectrum analyzer.

•

Receiving NOAA weather satellite images.

•

Listening to satellites and the ISS.

•

Radio astronomy.

•

Monitoring meteor scatter.
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•

Listening to FM radio, and decoding RDS information.

•

Listening to DAB broadcast radio.

•

Use rtl-sdr as a panadapter for your traditional hardware radio.

•

Decoding taxi mobile data terminal signals.

•

Use rtl-sdr as a true random number generator.

What Do I Buy?
The big question asked among survivalists interested in picking up some
intercept gear is “Which one is best?” At present there are four basic categories
of hobbyist signal intercept equipment:
•

Police Scanners – These would be VHF/UHF receivers featuring generalized
frequency coverage of 25-1300+ MHz., multiple memories, and high speed
scanning capability, typically 50-100 channels per second. Higher-end models
may also feature P25 digital modulation reception, “trunk tracking” to more
easily monitor communications on trunked radio systems, “Close Call”
reception capability for detecting and monitoring near-field communications,
and CTCSS/DCS tone decoding capability to help identify and selectively
monitor specific users on a shared frequency.

•

Wideband Communications Receivers – Featuring continuous frequency coverage
of 100 KHz. to 2+ GHz., and generally designed for searching the RF spectrum
for whatever is out there. Unlike police scanners, wideband communications
receivers feature intermediate frequency (IF) outputs for spectrum scopes
and data decoding equipment. Receiver performance is usually better than
police scanners, but scanning capability is not at police scanner levels.

•

Shortwave (HF) Receivers – A communications receiver with 100 KHz. to 30
MHz. frequency coverage. These receivers are specifically designed for
dedicated HF reception. As a result they will usually outperform a wideband
communications receiver.

•

USB SDR Receivers – These are VHF/UHF receivers that plug into a computer's
USB port. They look like a standard USB audio device, and use computer
software to demodulate the signal into an intelligible format.

Police scanners used to be commonly available from Radio Shack, but GRE, the
manufacturer of most Radio Shack branded scanners, is for all practical purposes
no longer in business. Some Radio Shack stores have some remaining legacy stock,
or have started selling Uniden scanners. In the case of the latter, Radio Shack is
asking full price and a better deal can be found elsewhere. You will have to find
a local electronics store or ham shop, or purchase via mail order. Additionally
you my find them at a local truck/CB shop.
Older but perfectly serviceable models are also available used at hamfests,
pawn shops, and often at tag sales and flea markets in predominantly rural areas.
For monitoring local public safety and other LMR frequencies of interest, this
would be the recommended piece of equipment. The sophistication level of the unit
would depend on the local communications systems you wish to monitor.
Wideband communications receivers are generally only available new from
dealers in amateur radio equipment. Hamfests are a good source of used wideband
communications receivers. They are generally too specialized a piece of
electronics to be found via non-techie second-hand sources, although I have found
them confused with police scanners at pawn shops. If you decided to get into
serious electronic interception and investigation or communications monitoring
beyond the basic local traffic monitoring, then you will eventually want one. This
is a much more advanced piece of equipment and the tool of choice for finding and
investigating electromagnetic emissions regardless of what frequency they might be
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on or its purpose. For simply monitoring the locals they will do the job, but a
less expensive police scanner serves that purpose much better.
If you want to check out long-distance communications, then get yourself a
shortwave receiver as it will outperform a wideband communications receiver by a
considerable margin. Low-end shortwave receivers are available from common
consumer electronics outlets such as Radio Shack, but to really appreciate what's
out there from 100 KHz. to 30 MHz. I would get a high-end receiver made by one of
the ham manufacturers such as Icom, Kenwood, or Yaesu. Older tube gear from such
greats at Hallicrafters, Johnson Viking, and Hammurlund also work very well and
often have better audio then the new stuff. High-end shortwave receivers are
available from the same places you get ham gear, either a retail ham outlet or a
hamfest.
USB SDRs are a specialized tool for certain applications you should be
interested in. At ~$20 the cost is so low that it would be foolish for you to not
get one an experiment with it. At present, it is the only receiver that will
demodulate DMR, NXDN, and other digital modes that are seeing increased use by
non-public safety (business and industrial) land mobile radio users. Since many of
those users are involved in the maintenance and operation of critical
infrastructure, they are a priority communications monitoring target. USB SDRs are
also the first time in years that something with “full 800 MHz. coverage” has been
made available to the general public.

Full 800 MHz. Reception
Back before the advent of Advanced Mobile Phone Service (AMPS) in the 800
MHz. region and when the 800 MHz. land mobile band (including cellular phones)
belonged to TV channels 60-69. Mobile phones used a handful of channels in the VHF
and UHF land mobile bands. Mobile phone service was then called IMTS (Improved
Mobile Telephone Service), and few people could afford it. The few users were well
aware of the fact that people could listen in, and either spoke accordingly or
didn't care.
When cellular phones came out, the FCC reallocated TV channels 60-69 for
land mobile service and 666 cellular phone channels (later expanded to 832). Now
mobile phone service became more affordable, and a larger segment of the
population purchased them. Privacy concerns were raised, and congress passed the
Electronic Communications Privacy Act that made listening to mobile phone
communications illegal. At the time even the U.S. Justice Department stated that
there was no way the ECPA could be enforced, but sellers of mobile phone service
could now tell their potential customers that there was a law protecting the
privacy of their unencrypted radio communications. If I recall correctly there was
no law prohibiting the sales of cellular-capable scanner receivers, but
manufacturers cooperated by manufacturing receivers with this frequency coverage
blocked. What was known among hobbyists is that the firmware was programmed to
block coverage if a certain data line on the receiver's microprocessor was active.
This was so they could easily manufacture and sell full-coverage units to other
countries. By cutting that particular data line, usually done by clipping the
diode attached to the line, full 800 Mhz. coverage was restored.
This charade went on for a few years until the declining IQ of scanner
dweebs and the increase in cellular phone usage resulted in a few instances of
people getting caught doing stupid things as a result of what they heard from
monitoring cellular phone conversations. It came out in public that the whole
cellular privacy thing was a sham from the onset of the ECPA, and the Feds reacted
by taking action against the special interest groups that would give them the
least amount of hassle. The FCC in April, 1994 declared that they would not
provide certification of any scanning receiver capable of being readily modified
to receive cellular phone signals. Manufacturers redesigned their receivers, and
other than some more complex (than clipping a diode) "virtual downconverter"
modifications in a few models, that was the end of scanner cellular mods.

10

Grid-Down Communications, Volume 1
The relevance of all this to the present state of monitoring is that mobile
phones have gone digital, and there now exists a surplus of analog cellular phones
ranging from 3-watt bag phones about the size of a hardcover book, to portables
that put out 300-500 milliwats. There are also decommissioned AMPS base stations
available from various electronic surplus outfits. This obsolete equipment is
being converted for various applications ranging from electronic surveillance to
covert communications systems. As of this writing it is not illegal to monitor
communications of this nature, but currently manufactured receivers can not cover
the frequency ranges. At present the use of a receiver with full 800 MHz. coverage
is not for monitoring mobile phones, but for the more interesting stuff that's
hiding in the same frequency range.
Due to the increase in trunked and P-25 digital radio systems, many of the
average scanner dweebs are trading in their old equipment to be able to afford the
new generation of digital trunktracker scanners. Since digital mobile phone
systems eliminated all those "juicy" (read: boring to anyone with an IQ above 70)
conversations that used to occur in the cellular phone band, they felt no need to
keep the equipment;, especially when the local police had switched over to ASTRO
trunking. This has resulted in an increase in the availability of older scanners
with full 800 MHz. coverage.
The list below contains all the Radio Shack and Uniden/Bearcat scanners that
I was able to find a mod for continuous 800 MHz. reception. In addition to this
list, Icom and AOR receivers made before 1994 are capable of being modified if
they don't already have full coverage. Use this list when you are looking for
equipment at hamfests and pawnshops. When going the used equipment route, I'd say
about eighty percent of the time when you find a model on this list it has already
had the mod done to it. The models in boldface type are particularly desirable.
The ones listed with a thumbs-up are the best.
Radio Shack Handheld Scanners
PRO-26 (Shown at right.)
PRO-34
PRO-37
PRO-39
PRO-43 (not the 20-0300A model)
PRO-46
Radio Shack Base/Mobile Scanners
PRO-2004
PRO-2005
PRO-2006
PRO-2022
PRO-2026 (not the 20-0148B model)
PRO-2030
PRO-2032
PRO-2035 (virtual downconverter)
PRO-2042 (virtual downconverter)
Bearcat Handheld Scanners
BC-200/205XLT
BC-2500XLT
Bearcat Base/Mobile Scanners
BC-760XLT
BC-780XLT (virtual downconverter)
BC-800XLT (factory default)
BC-855XLT
BC-8500 (virtual down-converter)
As mentioned previously, the new USB SDRs have full 800 MHz. coverage. While
they will demodulate FM like any other receiver and be able to detect and monitor
11
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older AMPS devices being repurposed, their ability to look at a piece of spectrum
with and act like a panadapter/poor man's spectrum analyzer enables them to detect
GSM and CDMA signals on the 800 MHz. mobile phone band. Many surveillance devices
such as GPS trackers use this band to communicate back to the surveillance
operator. Being able to detect activity on this band is essential for countersurveillance.

Antennas
Now that you have some receivers to play with, you
will need some antennas. The antenna system will make or
break your monitoring setup, although you can get away with
more things receiving than you can when transmitting,
especially when it comes to stealth installations.
My
advice to the beginner is to first get a copy of the ARRL
Antenna Book. It has the best overall coverage of antennas
in general. This should be your second radio book purchase
after you have the ARRL Handbook.
Many individuals opt for a discone antenna for VHF/UHF
monitoring. Discones have wide frequency coverage, but
little gain. They can also be used for transmitting on
multiple ham bands. Having a discone on your roof tells
everyone what you are doing. However they can be placed on a
camera tripod of similar mount and used indoors. Due to the
Discone Antenna
short (<10 meters) wavelengths involved, high-performance
VHF/UHF antennas are physically small in size compared to
frequencies below 30 MHz., especially at VHF-high band and above.
While I am generally loath to recommend Radio Shack for
anything, they still have a few good items remaining for sale
in their store. One of them is the RS# 20-176 Outdoor Scanner
Antenna. It's spec'd out for 108-1300 MHz. frequency coverage,
with peak performance at 152-470 MHz. For the price this is one
of the better monitor antennas out there, especially if you are
concentrating on the VHF-high and UHF bands. The antenna is 20”
high and will easily fit in most attics and crawlspaces. When
it comes to covert listening posts, you will come to appreciate
attics and ceiling crawlspaces. The antenna is $30, and while
you could build one for less money there are times when you
just have to grab something off the shelf from a local retail
source that will get the job done. Keep this antenna in mind.
For discreet monitoring of higher frequency
ranges, I would recommend the PC board antennas from
WA5VJB of Kent Electronics6. There are several models
available with frequency coverage ranges of 400-1000,
850-6500, 900-2500, and 2100-11000 MHz. This covers
many UHF and microwave bands of interest. These
antennas are etched on a PC board, and have a very
low profile. These are directional antennas, and
intended to be aimed at the monitoring location of
interest. I however have found that they receive off
the back end (or maybe it was the signal itself
scattering) to work well for more local monitoring
regardless of where the antenna was aimed.
In practice on the UHF and 800 MHz. bands I
found these to significantly increase monitoring
distance, even when simply mounted on a small camera
6 htttp://wa5vjb.com/
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tripod set up inside and aimed out a window. The price is very reasonable for what
you get, and I would suggest acquiring at least the
400-1000 MHz. and 850-6500
MHz. models for your listening post, along with a small camera tripod mount. These
are among some of the best UHF monitoring antennas I have used.
In addition to offering PCB antennas for sale, WA5VJB's web site has a
reference section7 containing a wealth of information on antenna systems At the
very least you will want to download his paper “Cheap Yagi Antennas.”

“When it comes to covert listening posts, you will come to
appreciate attics and ceiling crawlspaces.”

7 http://www.wa5vjb.com/references.html
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Basic Communications Monitoring Techniques
In the United States, most radio license and allocation data is public
knowledge. The FCC maintains a list of all non-federal government license holders
with frequency data, and it is supplemented with more specific data from hobbyist
sites such as Radio Reference. There are two websites that you should bookmark:
http://fjallfoss.fcc.gov/General_Menu_Reports/
Contains FCC license data.

-

FCC

General

Menu

Reports.

http://www.radioreference.com/ - Radio Reference. This is one of the most popular
scanner hobbyist websites.
Between those websites, you will find 90% of the data you need to conduct a
monitoring exercise in the United States. It is simply a matter of looking up the
information for the area you are operating in, and programming your equipment.

Search Techniques
There are three basic techniques you use when searching for communications
activity. They are spectrum searches, band/sector searches, and point searches.
Each has it's own advantages, disadvantages, and applications.
A spectrum search is the detailed exploration and mapping of the entire
frequency coverage range of a particular receiver. I recommend you do this at
least once, and periodically afterwards. Spectrum searches take a long time to do
properly, but they will provide the most detailed picture of what you can receive
at your monitoring post.
A variation of the spectrum search is the near-field search using the Close
Call function on a police scanner. This is a spectrum search that is limited to
signals in your nearby area, about a couple hundred feet for portable radios.
Nearby signals, regardless of their frequency, are always a matter of concern
until their identity and nature is ascertained. If you only own one police scanner
for whatever reason(s), make sure it has the Close Call function.
A band/sector search is similar to a spectrum search, but only covers part
of the receiver's frequency coverage range. Since spectrum allocation data is
public information in the United States, this is the second most common search
method you will be using to to discover frequencies for specific targets.
A point search is the long-term monitoring of specific frequencies. License
data for non-Federal Government users is public information, and available online.
This is the method you will be using the most, as you will be able to acquire 90%
of your targets' frequency data ahead of time.
Covert frequencies are often (but not always) on the same band as the
target's licensed frequencies. If your local police department’s dispatch channel
is on VHF-high band, then it is a good bet their unlisted tactical channel is also
there. Using allocation data available in Part 90 of the FCC Regulations
(47CFR90), you can perform a band/sector search of the proper band.
Frequency bands can also be determined by looking at the antennas
vehicles, unless the vehicle has a disguised antenna, and on handheld radios.

Frequency Band By Mobile Antenna
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•

VHF-low band
60 to 100 inch whip.
35-inch whip with a 5-inch coil on the bottom.

•

VHF-high band
18-inch whip.
40-inch whip with a 3-inch coil on the bottom.

on
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•

UHF band
6-inch whip.
35-inch whip with a plastic band in the middle.

•

800 MHz.
3-inch whip.
13-inch whip with a "pig tail" coil in the middle.

Frequency Band By Handheld Antenna
•

VHF-low band
Roughly one foot long.

•

VHF-high band
About six inches long and about as thick as your index or middle finger.
NB: There exist “stubby” VHF-high band antennas that can be confused with
those of higher frequency ranges.

•

UHF band
6 inches long and slender compared to the VHF-high band antenna.
3 inches long.

•

800 Mhz.
About 1.5 inches long.
About 1 foot long with two different thicknesses.

*** It is strongly suggested that you order the catalogs of various antenna
manufacturers to get a visual idea of what antennas on each of the bands look
like.
Ideally, when doing a band/sector search you should search a range that
covers three to five seconds, and with the scanner’s fastest speed. This seems to
be the average duration for a radio transmission. Let us say you are searching the
VHF-High band with a scanner that does 50 steps a second. Channel spacing for VHFhigh band is 5 KHz. You should search your target areas in sweeps of 750 KHz. to
1.25 MHz. Search a range for one to two weeks at different times, to catch
everything in that range.
If you can safely get within visual range of the target, use a Close Call
scanner. This item replaced frequency counters for all of us who liked to do “on
scene” signal sleuthing. The target will key up, and within a second you will have
the emitter's frequency and be hearing their communications. Expect a detection
range of 100 feet for a 1W portable, 250 feet for a 4W portable, a half mile for a
25W mobile, and a few miles for a 100W base station.

Spread Spectrum
Certain users use encrypted or spread spectrum (frequency hopping)
communications. Until recently, it was thought that receiving spread spectrum
communications (FHSS) was beyond the ability of the average hobbyist, but with the
right equipment and under the right conditions it is possible to detect and
monitor FHSS communications.8 The Ticom Zine article predated the availability of
inexpensive USB RTL SDRs, so I would expect that the difficulty level of
monitoring spread spectrum communications will continue to go down.
I made an observation while using the spectrum scope on an AOR AR8200 in the
902-928 MHz. band. There is a lot of FHSS activity in the 902 band. I noticed that
the spectrum scope was registering consistent hits on certain frequencies in the
band. Upon monitoring the frequencies in question, I would consistently hear a
quick “pop” on them. This is indicative a FHSS signal momentarily landing on a

8“Experiments in Spread Spectrum Interception”, Technical Intelligence Communications (TICOM) Zine, Issue #1 http://gbppr.dyndns.org/2600/TAP/cybertek/TICOM_Zine_1.pdf

15

Grid-Down Communications
frequency. I have not tried this on other wideband receivers with a spectrum
scope, but it shows that FHSS activity can at least be detected at a distance.
In urban or suburban terrain, spread spectrum communications on certain
bands, such as Part 15 or ISM, are commonplace. Even in rural terrain utility
companies use FHSS on the 902 band for telemetry and SCADA applications, but with
directional antennas. In these instances, the detection of FHSS activity on
certain bands is not a cause of major concern. In wilderness terrain where there
is no apparent infrastructure that needs such support, the detection of FHSS
communications in their usual parts of the spectrum is more interesting.
Regardless of where you are, detection of FHSS signals in the 30-88, 138-144, 162174, or 225-420 MHz. bands is a matter of serious interest.

Encryption
Encrypted communications present a low to almost impossible technical
difficulty in regards to cracking them, and are also illegal to intercept under
the Electronic Communications Privacy Act. Encrypted communications system users
will sometimes have equipment difficulties and operate in the clear. A patient
listener will wait for this opportunity. One can also determine what unencrypted
entities work with the encrypted system user and monitor them to get a picture of
what might be going on.

Introduction to Signal Analysis
I will assume that you, in the course of your communications monitoring
endeavors, have come across a genuine unidentified ("unid") user while searching
the spectrum. You've checked all the scanner frequency lists, e-mail lists, web
sites, and online forum postings and have come up with nothing. You wish to
identify the unid, and determine the extent of its communications network. To do
this, you ask the following questions:
•

Frequency (or talkgroup/subfleet if monitoring a trunked system)?

•

PL/DPL tone, if any? Single PL/DPL used, or multiple?

•

NAC if P25?

•

Encrypted or clear? Type of encryption: digital or analog?

•

How many stations do you hear?

•

How do they identify themselves?

•

Signal strength of stations communicating?

•

What are they talking about?

The first four characteristics are noted as soon as you discover the unid. You
will have some initial information about the others, but as time goes on you will
acquire more information. What you should be doing now is noting what information
you do have on the unid. Some people like using a computer database, others like
3x5 index cards. The more info you have, the easier it’ll be to identify the unid.
The frequency in question can help tell you the approximate range, extent
and purpose of the unid’s communications net. For example, the VHF low-band would
likely be used for regional communications between base stations and maybe mobile
units. UHF on the other hand, would be for short-range tactical-type
communications between several mobiles and portables. UHF portables are limited to
a few miles. A VHF low-band base station can communicate a few hundred miles under
the right circumstances. What other identified users operate on nearby
frequencies?
PL/DPL tones and NACs are other identifiers. Knowing the PL/DPL tone or NAC
of an unid enables you to cross-reference it to other frequencies. If a police
16
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department uses a certain PL on their repeater, and an unid with surveillance
activity is noted on the same band with the same PL, then it’s quite possibly an
unlisted channel for that police department. Knowing how many different PL/DPL
tones are in use on a given frequency tells you approximately how many different
nets, or distinct groups of communicators, are active on that freq. On a low-power
portable frequency such as 154.600 MHz., users will use a "unique" PL/DPL tone so
they don’t have to hear everyone else. There are only a limited number of PL/DPL
tones however, so duplication by different nets is inevitable. Other users won’t
want to spend the extra money for radios with PL/DPL capability, run without it,
and tolerate the other users on the channel breaking their squelch. If you hear an
unid running DPL, then you can be reasonably certain they are running real
"commercial land mobile" equipment as few ham rigs have DPL. NACs serve the same
purpose as PL/DPL for P25 radio systems. Of interest is the fact that even on an
encrypted P25 system, the NAC is unencrypted.
Most radio communications businesses maintain commercial trunked radio
systems and the occasional community repeater. The license for the system is in
their name, and they rent airtime to various businesses and organizations. The
individual users will not be licensed, instead running under the radio shop’s
license. Each subscriber will be assigned his or her own talkgroup on the system,
or PL/DPL tone on the repeater. Motorola sold all their commercial SMR systems to
Nextel who took them off the air and replaced them with iDEN (digital) systems.
This prompted many radio users to seek out alternatives to Nextel. Many radio
shops have set up LTR trunked systems, which have replaced their community
repeaters for the most part. LTR is an open protocol. This not only means a wide
availability of equipment for the business offering these services, but equipment
for the monitoring enthusiast as well. There are also a few commercial SMRs
running the GE/Ericsson EDACS system on 800 MHz. Each system can have several
dozen users on it, making them a nice challenge for the monitoring hobbyist who
wishes to map them out.
If an unid is encrypted, you will at least know whether or not the
encryption method is analog or digital. If they are using a simple singlefrequency inversion method, then it is possible, although illegal, to decrypt
their communications and proceed. If they are using something advanced such as
DVP, DES, or Rolling Code then you will not be able to monitor the actual
communications. You will still at least be able to note how often the frequency
sees activity, and the signal strengths of the stations communicating. Voice
encryption is often subject to failure, and you might catch a station operating in
the clear if you monitor long enough. DIY-types should note that single band
frequency inversion is the same system used in the Ramsey Electronics SS-70A.
At this point, you have all the immediate characteristics of the unid noted
down. The rest is just a matter of time. The remaining questions you have in
identifying the user are:
•

How many stations do you hear?

•

How do they identify themselves?

•

Signal strength of stations communicating?

•

What are they talking about?

All these will eventually answer the main question, "Who am I listening to?” The
best thing to do at this point is take a receiver and dedicate it to the given
frequency. You can acquire basic 16-50 channel scanners for almost nothing at flea
markets, pawn shops, and hamfests for this purpose. If you want 24 hour monitoring
of the frequency, attach a VOX-operated tape recorder to the scanner. Many
scanners come equipped with a "tape out" jack for easy connection. Otherwise, go
to Radio Shack and pick up one of the suction cup telephone microphones. This is
attached to a telephone receiver by the earphone to record phone calls. Attach it
near the speaker of the scanner. Experiment to find the best place to attach it to
the scanner. For those of you who really want to get into things, the late Bill
17
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Cheek’s Scanner Modification Handbooks contain a wealth of information on
modifying your scanner to make communications monitoring easier. You can add event
counters to see how many times the frequency breaks squelch, time-stamping for
monitored communications, and a whole host of other enhancements.
You will be able to initially discern IDs used on the frequency and the
signal strength (even if approximate) of the stations on the net. You will also
know what they are saying if it’s in a language you can understand, although you
might get a little tripped-up on any specialized jargon. Log it all down.
Eventually you’ll also be able to recognize the voices of the various people on
the frequency, and match them to IDs. The signal strength of each user will tell
you how approximately how far away they are from your location, and whether they
are base or mobile/portable stations. Consistent signal strength will indicate a
base station or repeater. Mobile and portable stations will have varying signal
strengths and often "mobile flutter" on their signal.
When listening to an unid with the intent of identifying it, two things you
should listen for are locations and specialized trade jargon. They can be crossreferenced to assist in identifying the user. Street maps of your nearby locales
are good reference to have. I don’t advocate "call chasing", going to the site of
an incident that you’ve heard on your scanner. This can be dangerous, and
complicates matters for public safety personnel who are working the incident.
However, if you’ve determined you are listening to an obviously civilian unid on a
trunked system or community repeater who was just sent on a service call to a
location that’s a few blocks away from you, it would be a different matter. It
would be worthwhile to take the dog for a quick walk to see who you are listening
to. On that note, information you discover on community repeaters or trunked
systems is transitory in nature. The talkgroup or PL may belong to a different
business next month.
If you listen long enough and pay attention to the communications you are
receiving, you will identify the user. The amount of time will vary with the
nature of the user, and how often they are on the air. Once you identify the user,
the rest is up to you. You can become quite intimate with the operations of a
business by monitoring their communications. Monitoring local public safety
communications will often give you a better handle on what’s going on in your
community than the local newspaper. The possibilities are endless. As an
intellectual exercise your communications monitoring endeavors will be delving
into such diverse areas as electronics, geography, sociology, research skills, and
current events. At any rate, communications monitoring analysis is far better a
pastime than sitting in front of the television. Chances are you’ll have some
questions regarding communications systems or activities in your locale that could
be answered by using communications monitoring analysis. Some questions that might
come to mind are:
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•

Who are the users of local community repeaters and SMR systems?

•

What are high crime areas in my community?

•

What are the most common crimes in my community?

•

What is the reliability of the local utility infrastructure (electrical,
telephone, CATV, gas)?

•

"X" is obviously employing radio communications, but no license is listed
for them. What’s their frequency?

•

What frequencies and/or radio systems are the local public safety agencies
using other than the publicly listed ones?

Grid-Down Communications, Volume 1

Communications Monitoring Notes
•

In most places, some form of emergency medical services dispatch is done on
462.950 and 462.975 MHz. which are also known respectively as MED-9 and MED10. Due to the myriad of commercial ambulance services and community EMS
agencies all using different radio systems, the MED channels will probably
remain analog FM for some time. In most medium-sized and larger cities,
there is a constant stream of traffic on EMS channels. Most of it consists
of routine calls.

•

Due to the variety of communications systems that could be used by various
public safety and emergency services agencies in a region, mutual-aid,
interoperability, and emergency management agency frequencies are generally
analog and unencrypted. These frequencies generally remain unused unless
there is a major incident occurring, so they good indicator frequencies.

•

Volunteer fire departments and ambulance corps whose members carry voice
pagers will have their dispatch channel analog and unencrypted. This is
because members also have scanners in addition to their pager that they
listen to for call-outs. Fire departments in general have been slow to adopt
P25.

•

Fire departments are a useful monitoring target as the frequencies are only
active when something is happening, and they are first responders to any
disaster situation. Many areas maintain a regional/county dispatch center
that handles all departments in a locale on a common frequency. Mutualaid/intercity frequencies are useful for indications of incidents requiring
multiple department response. Response and mitigation operations are often
moved off to tactical/"fireground" frequencies.

•

VHF aeronautical and marine band frequencies are analog and
They are often a good indicator of an incident involving
nautical craft. The two primary frequencies of interest are
emergency/”Guard” channel of 121.500 MHz. and Marine Channel
the calling and emergency frequency, at 156.800 MHz.

•

Many bus and taxi companies still operate on conventional analog systems.
They are useful for indications of incidents on the roads. Taxi drivers are
especially known for making various comments over the air about interesting
things they see on the road. Taxi companies in urban areas are often
concerned with their calls getting stolen by the competition, so encryption
and the use of mobile data services is not uncommon.

•

Public works departments and utility companies generally consist of routine
traffic until something happens. Then they are full of information about
disaster response, and services recovery. I personally find that the routine
traffic of utility companies provides an interesting picture of the local
infrastructure. Public works departments and utilities are required
monitoring after many types of heavy weather.

unencrypted.
aircraft and
the aviation
16, which is

Public works departments are generally slow to upgrade their equipment, and
often reuse surplus radios from their municipality's police and fire
departments. This means that in most cases you'll be able to monitor them
with you basic analog, non-trunking police scanner. While FCC licenses can
be looked up for specific localities, they traditionally operate in the
following frequency ranges:
33.20 – 33.10 MHz. (20 KHz. spacing)
37.90 – 37.98 MHz. (20 KHz. spacing)
39.06 – 39.98 MHz. (20 KHz. spacing)
45.00 – 46.00 MHz. (20 KHz. spacing)
47.00 – 47.40 MHz. (20 KHz. spacing)
150.9950 – 151.1375 (7.5 KHz. spacing)
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153.7400 – 154.1225 (7.5 KHz. spacing)
154.9850 – 155.1525 (7.5 KHz. spacing)
155.7150 – 156.2400 (7.5 KHz. spacing)
158.745 – 159.2025 (7.5 KHz. spacing)
453.0000 – 454.0000 (12.5 KHz. spacing – Paired with mobiles at 458.0000459.0000 MHz.)
•

Most utility services in the US, especially in rural areas, are still on VHF
low-band due to having a need to communicate over distant regions. This
enables you to monitor a large area with just a few frequencies, provided
you have an adequate antenna. Try searching through these frequency ranges:
37.46 - 37.86 MHz. (20 KHz. spacing)
47.68 - 48.54 MHz. (20 KHz. spacing)
153.4100 - 153.7325 MHz. (7.5 KHz. spacing)
158.1300 - 158.2725 MHz. (7.5 KHz. spacing)
451.0000 - 452.0000 MHz. (12.5 Khz. spacing - Paired with mobiles at
456.0000 - 457.0000 MHz.)

•

Police departments are probably the least desirable monitoring target. Many
agencies are sensitive to being monitored and are encrypting their system.
Even on unencrypted systems, most of the radio traffic is mundane. Your best
bets for PD monitoring before and during a disaster are the interoperability
and mutual-aid frequencies as they are only active during a major incident.

•

If your police department is running encryption, monitor the frequencies
used for car-to-car, surveillance, and repeater input. If the usage for
specific frequencies is unknown, monitor what's listed for mobile/portable
operation in their FCC license. You may not be able to hear what's being
said, but you will at least have an indication something is going down in
your neighborhood when you hear traffic. Also keep in mind that encryption
sometimes fails or gets accidentally shut off.

•

The Internet is a great source for scanner frequencies. A quick Google
search should find what you need, or check the frequency database at Radio
Reference9.

Portable Radio Frequencies
This list contains frequencies that are assigned by the FCC for low power or
itinerant users, license free frequencies (FRS, MURS, and Part 15), and other
frequencies that have been reported to usually have low power communications on
them. Frequencies often identified by a common designation (i.e. "dot"
frequencies) are so noted. The "dot" designators come from the practice of
equipment manufacturers putting little colored circle or star stickers on radios
that are equipped with certain common frequencies. Consequently, the "dot"
frequencies are among the more active ones on the list.

VHF-Low
In the VHF low band we have a few business/low power channels, two
itinerants, and the classic 49 MHz. Part 15 frequencies. The 49 Mhz. frequencies
were originally the domain of cordless phones, .hands-free. walkie-talkies, and
baby monitors. Judging from the phones on sale at local department stores,
cordless phone have all migrated to 900 MHz., 2.4 GHz., and higher. The walkietalkies have been supplanted by the superior FRS radios. Some baby monitors have
been reported, but even those are going to 900 MHz.
30.84
33.12
33.14
9See http://www.radioreference.com/.
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33.40
35.02
35.04 – Itinerant
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43.04 – Itinerant
49.830 - Part 15
49.845 - Part 15

49.860 - Part 15
49.875 - Part 15
49.890 - Part 15

VHF-High
The VHF-High and UHF Business bands are where most portable radio activity
is these days. These are frequency bands of the license-free MURS and FRS radio
services, and of all the inexpensive Ritron and Motorola "job site" portables
available from Home Depot and Grainger. There portables operating on GMRS repeater
output frequencies available from places like Wal-Mart and Target Stores for
$50/pair. While licensing is required to operate on GMRS, it is thought that many
users of these radios neglect to do so. There are also a few frequencies in the
169-172 Mhz. range that are used for wireless microphones. These are the most
active frequency ranges for portable radios.
Not listed, but also of definite interest are the VHF Marine Band
frequencies between 156.25-157.425 MHz. Despite being a violation of FCC
regulations, many individuals use VHF Marine portables on land, especially if they
are more than 100 miles or so from a navigable waterway. If you are near a
navigable waterway, the non-commercial and government channels often carry
interesting traffic.
151.505 –
151.5125
151.625 151.655
151.685
151.700
151.715
151.745
151.775
151.805
151.820 –
151.835
151.865
151.880 –
151.895
151.925
151.940 –
151.955 152.885
152.900

Itinerant
Itinerant, Red Dot

MURS
MURS
MURS
Purple Dot

152.945
153.005
154.490
154.515
154.5275
154.540
154.5475
154.570 –MURS/Blue Dot
154.600 - MURS, Green Dot
158.400 – Itinerant
158.4075
169.445 - Wireless Mics
169.505 -Wireless Mics
170.245 - Wireless Mics
170.305 -Wireless Mics
171.045 - Wireless Mics
171.105 -Wireless Mics
171.845 - Wireless Mics
171.905 -Wireless Mics

UHF
451.1875
451.2375
451.2875
451.3375
451.4375
451.5375
451.6375
451.800 – Itinerant
452.3125
452.5375
452.4125
452.5125
452.7625
452.8625
456.1875

456.2375
456.2875
456.3375
456.4375
456.5375
456.6375
457.3125
457.4125
457.5125
457.525
457.5375
457.550
457.5125
457.5625
457.575
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457.5875
457.600
457.6125
457.7625
457.8625
461.0375
461.0625
461.0875
461.1125
461.1375
461.1625
461.1875
461.2125
461.2375
461.2625
461.2875
461.3125
461.3375
461.3625
462.1875
462.4625
462.4875
462.5125
462.550 – GMRS
462.5625 – FRS1
462.575 - White Dot-GMRS
462.5875 – FRS2
462.600 – GMRS
462.6125 – FRS3
462.625 - Black Dot-GMRS
462.6375 – FRS4
462.650 – GMRS
462.6625 – FRS5
462.675 - Orange Dot-GMRS
462.6875 – FRS6
462.700 – GMRS
462.7125 – FRS7
462.725 – GMRS
462.7625
462.7875
462.8125
462.8375
462.8625
462.8875
462.9125
463.2625
464.325
464.4875
464.500 -Itinerant/Brown Dot
464.5125
464.5375
464.550 –Itinerant/Yellow Dot

464.5625
464.600
464.700
464.825
464.9125
466.0375
466.0625
466.0875
466.1125
466.1375
466.1625
466.1875
466.2125
466.2375
466.2625
466.2875
466.3125
466.3375
466.3625
467.1875
467.4625
467.4875
467.5125
467.5625 – FRS8
467.5875 – FRS9
467.6125 – FRS10
467.6375 – FRS11
467.6625 – FRS12
467.6875 – FRS13
467.7125 – FRS14
467.750
467.7625 - J Dot
467.775
467.7875
467.800
467.8125 - K Dot
467.825
467.8375
467.8625
467.850 - Silver Star
467.875 - Gold Star
467.8875
467.900 - Red Star
467.9125
467.925 - Blue Star
469.2625
469.4875
469.500
469.5125
469.5375
469.550
469.5625

800 MHz.
The 800 MHz. land mobile band is mostly home to public safety agencies (both
conventional and trunked), and a small number of business/industrial users. The
entire 851-856 MHz. region has potential for portable use, especially in urban
areas. The 902-928 MHz. band is not only a license-free band, but is also an
amateur radio band. In addition to cordless phones (that are moving up to 2.4 and
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5.8 GHz.), you will also find baby monitors (including .two way. ones), wireless
headsets/microphones, fast-food restaurant order window systems, wireless cameras
(now mostly at 2.4 GHz.), wireless data systems, toll-road transponders (ITS
systems), amateur radio operations, and who knows what else.
851.0125
853.4875
853.9875 - Public safety mobiles and portables. The entire 853-854 MHz. section
sees use.
902-928 - Part 15

Got Visual?
*** If you have a visual on the portable radio user, use a police scanner
with Close Call. As long as you are within 250 feet or so, the near-field
detection function will acquire the frequency in a couple seconds. If you don't
have even a basic scanner with Close Call, pick one up. The Close Call will also
detect mobiles and base stations at a longer distance.

Above Left - Uniden BC-125. Entry-level scanner with Close Call. No 800 MHz.
coverage.
Above Right - Uniden BC-346. Analog Trunktracker scanner with Close Call and 800
MHz. band coverage.

Left:
Radio Shack PRO-83
“Signal Stalker”
aka
Uniden BC-92XLT
“Close Call”
The scanner that revolutionized near-field signal detection.
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The Bubba Detector
Credit for the name goes to MSG Dan Morgan who runs the blog at
http://danmorgan76.wordpress.com/. If you are not reading it on a frequent basis,
you are wrong. The Bubba Detector is a small, portable wideband communications
receiver that is programmed up with every conceivable VHF/UHF portable radio
frequency. That includes my portable frequency list, CB, MURS, FRS, GMRS, and VHF
Marine Band. The Icom and AOR portable radios are a popular model used for this
application. These receivers have at least 1000 memory channels which is enough to
program in the necessary frequencies.

Icom IC-R5 Wideband Receiver and TL-29 knife.
A popular combination with SOT-A types.
While a Close Call scanner can perform a quick spectrum search and acquire
a signal within a second or two, it has the disadvantage of being limited to a
range of a couple hundred feet for detecting portable radios. By doing a point
search of all known common portable radio frequencies with a wideband receiver,
that detection range can be extended to a couple of miles, or even greater if a
gain-type antenna is used.
The smaller Icom (R-2, R-5, R-6) portable receivers are the more popular
models for this application.
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Radio Services Available For Use
There are a number of radio communications services available for grid-down
communications. Some require you to get a license from the FCC, while others are
license-free. The licensed bands are:
•

GMRS (General Mobile Radio Service)

•

Amateur Radio

The license-free bands are:
•

CB (Citizens Band)

•

FRS (Family Radio Service)

•

MURS (Multiple Use Radio Service)

There are also additional provisions under Part 15 of the FCC Regulations that
allow for limited license-free operation. This is the reg that permits such things
as FM Wireless Microphones, Baby Monitors, Cordless Phones, 902 MHz. Band, and Low
Frequency Experimenter (LowFer)hobbyist communications.
A major controversy among preppers and III%ers involves the matter of FCC
Licenses. Extreme libertarian and anarchist types feel that getting “permission”
to use the free airwaves is wrong, and disparage those who get licensed. My
opinion is that becoming a skilled communications operator requires practice. You
would not buy a rifle, throw it in the safe until TSHTF, and then take it out
expecting to be an expert shot. Radio is the same way. While it may be true that
licenses won’t matter during WROL, we have not reached that point yet. To get up
to speed with commo, you need to get on the air. Without the ham license, no one
will talk to you, and some will go out of their way to find you and turn you in to
the FCC. Posturing and libertarian free-airwave rants aside tough guy, that’s a
hassle you don’t need.
For those of you who don’t wish, for whatever reason, to get a ham or GMRS
license, you can avail yourself of the more limited license-free bands, and still
have local communications capability.
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Radio Communications For Dummies – Sparks' Version
When we went to BCT (Basic Training for your civilians) in the Army, we
learned several basic, yet important, tasks relating to communications. We learned
the phonetic alphabet, how to use an SOI (Signal Operating Instructions) which is
a list of frequencies and codes, basic radiotelephone procedure, and how to
operate field phones and the squad radio, which at the time was the PRC-77. That
was the “communicate” part of the “shoot-move-communicate” trinity that gets
hammered into your head throughout Basic. Now this was in Basic Training, so
everyone who was in the Army learned this.
After basic training, we went to AIT – Advanced Individual Training. That’s
where you learn the skills specific to your MOS – Military Occupational Specialty.
Your MOS is your job in the Army. Those of us with Communications-related MOSes
learned more specific and advanced communications skills, whether you were doing
single-channel, multi-channel, field wire, or maintenance. However, even if you
were an clerk or a truck driver you still had learned those basic communications
skills during your stay in BCT.
The point to all this is that while everyone should have some commo basics
down, not everyone is going to be, or is cut out to be, an uber commo operator.
However, there are some things that I’m not an expert at which is why we form a
team of people with different skill sets to complement one another. On that note,
I have to recommend Don Paul’s10 books Everybody’s Outdoor Survival Guide, and
Great Livin’ In Grubby Times.
So it all depends on what you want to do, and what your resources are. Let’s
run through a few scenarios.
•

I don’t have much cash, but I’ve got plenty of time, and am willing to learn
whatever I can. I am either technically inclined, or can do a good job
faking it, and have no problems with getting a ham ticket.
For starters, you need to check out this guy’s website for
inspiration: http://www.neoanderthal.com/wa7mlh.html. He lives in a cabin in
the woods, and has built his own gear from parts he picked up cheap at
hamfests. And his other hobbies are fly fishing and primitive skills! Get
yourself a used copy of the ARRL Handbook for a few bucks. The knowledge in
that book is invaluable. Join the local ham club and find yourself an elmer.
Your elmer will help you get on the air with equipment that meets your
budget. Build your own gear and test equipment, or find stuff at hamfests
that isn’t too broken which you can fix up.
If you look closely at WA7MLH’s pictures, you can see the books in his
reference library. They are:
1. ARRL Handbook – I believe that’s a 1988 edition based on the color of
the spine. I happen to have that year too, and I think I paid $5 or
$10 for it at a hamfest.
2. Solid State Design For The Radio Amateur – This is discontinued, and
the ones being sold on Amazon are way overpriced. Search around at
hamfests and you’ll find one for $5 or so. Otherwise, this is a good
book to have. If you’re good with a search engine, you’ll find a PDF
version…
3. Introduction To Radio Frequency Design – Another discontinued ARRL
title. I don’t own it. Some people like it, some people don’t.
According to some reviews, it doesn’t cover enough practical DIY
stuff.

10 http://www.survival-books.com/
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4. Experimental Methods In RF Design – This is the updated version of
Solid State Design For The Radio Amateur. It’s $50 new, but Amazon has
some used ones for less. Lots of good info in this one. Pay attention
to the info about portable rigs. The authors are heavily into
adventure radio stuff.
If you’re willing to invest the time in learning a bit about electronics and
DIY, you can put together a good station without having to spend a lot of
money.
•

I’m not interested in getting my ham license. I’ve got some money to spend
on commo gear, but nothing elaborate.
Get yourself some FRS radios and CB gear, and you are set. Ideally one
FRS radio for every member of your family/team, mobile CBs in each car, and
a base CB. I’ve found the two best brands of FRS radio to be Motorola and
Midland. For CB gear, I like Cobra and Uniden.
FRS Radio Choices: Motorola Talkabout MT350R or Midland GTX895
CB Radio Choices: Cobra 148GTL, Uniden President series, Uniden PRO510. Actually any Uniden or Cobra radio is good.
CB Mobile Antennas: 102″ stainless steel whip, Wilson 1000, or K40
CB Base Antennas: Antron A99
Find a local truck stop, such as TA11, for CB gear. FRS radios can be had
just about anywhere. You might even get lucky and have a CB shop nearby. Ask
around.

•

I’ve got the cash, and have no problems with getting my ham ticket. I want
to buy my gear new, and get it over with. What do I get if I want a
transportable base station/portable unit for field use?
Get yourself an Icom IC-7200 if you want a transportable base, or an
Elecraft KX-3 if you want a portable. Get or build an NVIS antenna. Get on
the air. You are set.

•

All the members of my team have a Technician class ham license, and we want
rugged portables for an intra-team radio.
I recommend the Yaesu FT-60. It covers the two most common VHF/UHF FM
ham bands (2 meters & 70cm). They are rugged, have all the usual
accessories, are easily modified for outband operation for when we reach
WROL, and have a AA alkaline battery pack available for them. There are
probably other radios out there from Icom and Kenwood that are good, but
I’ve used these and therefore am comfortable recommending them.
I don't recommend you any of the cheap Chinese-made HTs such as the
Woxun, Puxing, Baofeng, et. al. China is our enemy, and after evaluating one
for a few years I have my doubts as to long-term durability. If you can’t
afford the FT-60 then hit the hamfests for a gently used HT.

•

My team doesn’t want to get their ham license, but we want something better
than FRS radios. What do we buy?
Go
you can
with the
terrain.

with an MURS radio, or with the 900 MHz. Motorola DTRs. For MURS
buy a Dakota Alert M538-HT from http://www.murs-radio.com/ or go
Motorola RMM2050. The VHF MURS band is better for rural/wilderness
The DTRs are better for urban terrain.

11 http://www.tatravelcenters.com/
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CB – Citizens Band
There was a time when the only option for legal license-free communications
was Citizen’s Band. Those of us who were seriously into communications went the
extra mile and acquired our ham licenses, but even after getting the ticket we
still used CB for its de-facto "jungle telegraph" capability. On the highway, it
was unlikely that you would ever get a speed-trap report on 146.52 MHz, but all
you needed to do was listen on Channel 19 and the information would usually come
to you unsolicited.
Mobile and base CBs provide some decent communications
capability. Depending on your location, you can routinely achieve a 20-mile range
communicating between a base station and mobiles with good antennas.
According to the FCC, CB is "a private, two-way, short distance voice
communications service for personal or business activities of the general public."
CB uses forty channels around 27 MHz. in AM or SSB mode with power limits of 4
watts carrier power on AM, or 12 watts peak envelope power on SSB. Although it is
illegal to communicate with stations more than 155.3 miles away on CB, any ham who
has worked the Ten-meter band will tell you that 12 watts is more than enough to
achieve world-wide communications when the band is open.
Even if you are a lone wolf with absolute minimal interest in RF
transmitting capability, you should have at least one decent 12V capable
base/mobile rig with a decent antenna, preferably one with SSB capability. The
ready availability, lack of individual license requirement sheer number in
circulation, and significant range advantage over FRS handhelds will make this the
post-TEOTWAWKI communications mode of choice among for the average person.

11 Meter “Freeband”
The “Freeband” refers to the frequency ranges just above and below the
standard CB band channels, or 25-26.965 MHz. and 27.405-28 MHz. Despite being a
violation of FCC Regulations in the US, this band is very popular with radio
communications hobbyists who want to get off the the regular CB channels.
Typically, the following equipment is used:
1. Modified CB radios.
2. Ham “10 meter” SSB radio with expanded frequency mod.
3. Export CB SSB radio, usually with “ABCDEF” Band switch.
4. Ham HF SSB radio with “MARS/CAP” mod.
5. Commercial land mobile, Marine, or Aeronautical HF SSB radio.
6. Military surplus HF SSB radio/HF manpack transceiver.
I am aware of at least one group of survivalists who use 11 Meter Freeband
for their communications, although I would not recommend operating on Freeband in
times before WROL. However, the capability is easy enough to acquire, and I would
definitely advise having some gear that covers this frequency range. Just use it
only for listening.
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FRS – Family Radio Service
The FCC authorized FRS (Family Radio Service) in 1996 as "a private, twoway, very short distance voice communications service for facilitating family and
group activities.” FRS uses 14 channels around 460 MHz. in narrow-band FM mode
with a power limit of .500 milliwatts (1/2 watt) effective radiated power into a
permanently attached antenna. You cannot use an external antenna with a FRS radio.
A half-watt FM on UHF will give you about a one or two mile range tops unless
you’re talking between two mountaintops. If your group is in need of inexpensive
short-range tactical intra-group communications, you can pick up FRS radios for
about $20 each in quantity. FRS radios are plug and play. You insert batteries,
select a channel, and start talking.
The FRS radios you see these days have 22 channels. They are actually cover
both the FRS and GMRS bands. The extra 8 channels belong to the General Mobile
Radio Service, and require a license from the FCC to legally operate on. FRS
channels (1-7) are also shared with GMRS. A GMRS license allows one to run higher
power than FRS for longer-range communications. The more expensive FRS radios
advertise that they have "38 privacy codes" (or more) for a total of "532 channels
of communications" (or more). This is a gimmick, and those radios only have the
same 14 frequencies as any other FRS radio. The "privacy codes" are simply a
subaudible tone or digital code, aka CTCSS/PL or DCS/DPL, that is transmitted
under your audio. When used, it keeps you from hearing communications on your
frequency not using the same tone as you. It’s mostly used as a courtesy and a
means of filtering out other parties who are using the same frequency from
breaking your squelch. They don’t offer any communications security. People with
police scanners, and FRS radios that aren’t using a "privacy code" can still hear
you.
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MURS – Multi-Use Radio Service
MURS is an interesting animal with a lot of potential. MURS operates in the
VHF-high band on 5 frequencies: 151.82, 151.88, 151.94, 154.57, and 154.60 MHz.
The last two were once low-power business band frequencies that were part of a
group known as "color" or "dot" frequencies. The freq of 154.57 was "blue dot",
and 154.60 was "green dot". This scheme is from manufacturers placing little
circle-shaped stickers on the radio to indicate common low-power frequencies. The
154 MHz channels see regular traffic from previously licensed users, and others.
The 151 MHz. channels have seen some increase in activity over the years, but are
still fairly quiet for the most part, especially in rural areas.
MURS handhelds are on the market starting at about $100 each. In spite of it
having only 5 frequencies instead of CB’s 40 and FRS’s 14, there are some nice
things you can do with it. MURS is allowed 2 watts output, which is really about
the same as CB, and much more than FRS. You can run external antennas like CB, and
a ¼-wave antenna is only 18" long instead of 104". This makes nice high-gain
antennas on MURS much more manageable than on CB. That 45" whip antenna that only
performed moderately on CB is now a 5/8 wave on MURS that gives you 3 dB of gain;
doubling your radiated power output. You can also adopt some of the tricks hams
use on their two-meter band (144-148 MHz.) to squeeze extra range out of those two
watts of RF.
Here is where things get complicated. FCC regulations specify that radios
must be specifically type-certified for MURS (47CFR95) to be legal. The currently
available MURS-legal radios such as the Motorola RMM2050 and Dakota Alert M538-HT
all have fixed rubber-duck style antennas. Operating reprogrammed business-band
(Part 90) or “MARS/CAP” modified 2 meter rigs is technically illegal. Some of you
who have frequented the communications sections of certain survivalist forums have
undoubtedly been told this by some of their more hamsexy denizens.
The FCC created MURS in response to the complaints they were getting about
unlicensed users on the blue dot and green dot frequencies, much the same way they
they eliminated individual licenses for CB when the number of unlicensed users
exceeded licensed users. Consequently, it is the opinion of many that active
enforcement of MURS regulations has a very low priority with the FCC. Many MURS
users have been observed running surplus LMR or modified ham gear, often in excess
of the 2 watt power limit imposed on MURS by the FCC. An online search of FCC
Enforcement actions at the time of this writing showed one Notice Of Apparent
Liability For Forfeiture issued against a business in California for selling noncertified radios advertised for use on MURS. Go figure.
One MURS item of interest is the Dakota Alert 12
MAT (MURS Alert Transmitter), shown here with
their MURS HT. It is a passive infrared sensor
that transmits on the MURS band.
If you've
listened to the frequencies, you've probably
heard them announce “Alert Zone One.”
The MAT can be programmed for any of the five
MURS frequencies with any of the 38 standard
CTCSS tones. It has four different zone messages.
The MAT also has an external BNC jack for its
antenna connection. You could hook up a small
Yagi antenna to increase your range and add some
directionality to the signal. This could be a
handy item for monitoring activity in a remote
location, especially if your group uses MURS for
intra-unit comms.
12 https://www.dakotaalert.com/
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902-928 MHz.
The 902 Band as I call it is a relatively new addition for license-free
wireless communications. It is also known to ham radio operators as the 33cm Band.
It covers the frequency range of 902-928 MHz. and is shared by many different
users. In this band you will find ham radio operators, older cordless phones,
wireless cameras and microphones, baby monitors, older wireless networking and
data communications equipment, RFID, other FCC Part 15, and various users in the
Industrial Scientific & Medical (ISM) radio service. Over the years, the 902 Band
has become a catch-all for any number of different radio users.
Motorola makes the “DTR” series of handheld radios that
operate in the 902 Band using Frequency Hopping SpreadSpectrum (FHSS) communications. Instead of a radio channel
being a single frequency as it is on FRS, GMRS, MURS, or CB a
spread-spectrum channel is actually a group of frequencies
that the radio hops through in a predetermined algorithm. This
means that police scanners, including the near-field Signal
Stalker type units, will not be able to intercept the signal
from these units. There are three models available. From low
to high-tier they are DTR-410, DTR-550, and DTR-650. The two
you should look for are the DTR-550 and DTR-650. You should
also look for the optional keypads that connect to the radios
for extended text messaging capability. They are a solid, milspec, easy to use radio that requires no license.
Field performance of these radios is very good, although
900 MHz. favors urban and suburban terrain over rural.
The
average range in rugged terrain with stock antennas was a
quarter mile. That’s still the distance of 4 1/2 football
fields. Car to car from inside the vehicle was a mile. Inside
a building, we managed to communicate 50 floors before the
signal degraded. That’s exceptional considering Motorola specs
the range to 30 floors. Out in open flat suburban terrain we
managed a two mile range with these radios. These radios far
exceeded my expectations, and I would not hesitate to use them
if my AO was predominately urban.
The DTR-550 and DTR-650 have detachable antennas. The stock rubber duck
antenna can be substituted with a mobile or base antenna for increased effective
radiated power. Since the 902-928 MHz. band sees a lot of point-to-point telemetry
and control applications, there is a plethora of antennas available. One of the
more interesting examples for this radio would be the PC Board yagi and logperiodic antennas made by Kent Electronics.
Also on the 902 Band are data transceivers used for
SCADA and other telemetry communications in utility and
industrial applications. While these units use proprietary
hopping schemes and data protocols that are unique to each
make and model, their user interface is usually either
standard Ethernet or RS-232. For secure data applications,
especially if supplemented with encrypted communications
software,
they
would
be
useful
for
point-to-point
applications
between
base
locations and offer greater
communications
range
than
802.11 WiFi equipment. They
are something you should keep
your
eyes
open
for
at
hamfests.
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Amateur (Ham) Radio
The best source of information for getting your amateur radio license comes
from the American Radio Relay League (ARRL).13 Their website is goldmine of
information for anyone interested in getting their ham ticket. The license
structure has changed significantly since I was first licensed over twenty years
ago. Proficiency in Morse code (CW) is no longer required for any class of
license, and there are only three classes of license: Technician, General, and
Extra. The entry-level Technician class offers all VHF, UHF, and microwave ham
band operating privileges. The next level is General class, and offers the
majority of shortwave (HF) bands. Extra class is the highest level, and offers the
remaining portions of the HF bands not open to General class. The pool of test
questions for each class is published and available online. If your recall is good
enough, you can simply memorize the test pool questions for all three tests and
walk away from having no ham license to an Extra in a single sitting. Most people
however require a few weeks of studying per test. In my wife's case, she took a
week of studying to pass the Technician class, and three weeks after that for her
General.
Ham radio is a multi-facted hobby, and there are some facets that you'll
want to concentrate on. One of the easiest facets to start with is EMCOMM 14 through
RACES15, ARES16, or Skywarn. In most places, all three organizations are handled by
the same club. RACES is an actual official government function sponsored by an
area's emergency management office for emergency disaster communications via ham
radio. ARES is similar, but operates through the ARRL as opposed to the local
government. Skywarn is sponsored by the National Weather Service and ARES for
severe weather reporting. I have found that many hams involved with these three
functions are not only a wealth of information on disaster communications, but are
also often survivalists. RACES, ARES, and Skywarn are organizational as opposed to
technical facets of amateur radio. There are also technical aspects of the hobby
that are well suited for survivalists.
QRP is one of the aspects of the hobby that falls into our criteria for
grid-down communciations. QRP is an aspect of ham radio in which hams communicate
using low power (under 5 watts) radios. QRP equipment can be small, battery
operated, and often home-brew. One of the most notable characteristics of QRP
operation is the extensive use of CW. When I got my Novice ticket in 1984, CW
proficiency was a requirement for an amateur radio license. I did a little CW
operating after first getting my ticket, but at the time it held little interest
for me. These days I've been slowly dusting off my extremely rusty CW skills as I
find myself increasingly interested in operating QRP. CW is no longer a
requirement to get any level of ham license, but knowing how to send and receive
code is very usefulas a survivalist skill, especially since you could fit an
entire QRP station in the pockets of a BDU jacket. You can put together a QRP
station that fits in two tuna cans for under $10017. I have used the “Tuna Tin”
transmitters, as they are called, as a test with survivalist newbies to see who is
serious about communications. Individuals who fail to see the utility of an
inexpensive pocket-sized transmitter-receiver combination that runs off of a
couple of 9-volt batteries automatically fail the test.
Many survivalist hams are fond of older tube-type equipment, known
affectionately as “boatanchors”. Boatanchors do have some features that make them
suitable for survivalist communications.
Schematics for them are readily
13 http://www.arrl.org
14 Emergency Communications
15 Radio Amateur Civil Emergency Services
16 Amateur Radio Emergency Services
17 Website at http://www.qrpme.com/
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available. Just about every boatanchor manual I've examined included a full
schematic of the radio in question. The technology is easily repairable with
hobbyist resources. A workbench of basic test equipment and tools is all that you
need, along with some spare parts and RF knowledge. Tube gear is also more
resistant to effects of electromagnetic pulse (EMP) which is a concern among some
survivalists.
While disaster communications is a major aspect of amateur radio, certain
survivalist-related aspects of the hobby remain a minority form of specialization.
Most EMCOMM types put together a basic HF and 2-meter VHF station, erect nominal
antennas, and concentrate on the operation and public service aspects of EMCOMM.
Survivalist-oriented aspects of the hobby such as QRP, CW, boatanchors, and homebrew electronics don't enter into their participation of the hobby. One of the
nice things about the Internet, especially as it relates to ham radio, is that you
can interact with a greater variety of fellow hams than you would if you were
limited to your local ham club, as I was back in the mid 1980s. For example, I
know of one local ham who plays with military surplus radios, and his
specialization is different than mine as he focuses on older military aircraft
rigs. There are however numerous lists catering to the military radio enthusiasts,
and on one such list I found about a dozen members who hail from New England and
get together regularly at NEAR-Fest18 (formerly Hosstraders). Some of them have
been getting together at Hosstraders long before I was licensed twenty-five years
ago.
So where does this bring the novice survivalist ham, and what should you do?
That depends on how much you want to get into amateur radio as a hobby. I'm an
old-school hardware hacker, like tinkering with electronics, and believe that
technological skills are are very important part of survivalism. Other
survivalists, yourself included, may feel that communications are important, but
are involved in enough related hobbies at present to preclude starting with
electronics. Get your ham ticket, and get in with a local EMCOMM-oriented club.
But a copy of the ARRL Handbook and ARRL Antenna Book. Pick yourself up some basic
gear. Get up on HF, 2-meters, and 6-meters if you can. Your communications needs
are now set and you can talk with other hams. Get your EMCOMM practice with your
club during disaster drills and public service events. This is all stuff you'll
need no matter where you decide to go in the hobby afterward, if anywhere. Once
you've done all that, if you want to expand to other aspects of the hobby, pick
something that piques your interest whether it's QRP, boatanchors, or whatever.
Use the Internet to do research, make regional (maybe hopefully local) contacts
with hams who have the same interest, and go from there.

QRP Radios
One of the quintessential QRP rigs is
the Yaesu FT-817. This radio is battery
operated, fits in a LBE SAW or MOLLE radio
pouch, and covers all major amateur radio
bands. In addition to full HF band coverage,
this radio also covers the 6m, 2m, and 70cm
VHF & UHF bands.
The original FT-817 has been out since
2001 and the current FT-817ND version since
2004. Despite being over 10 years old and
supplanted by other rigs as the “QRP radio
of choice,” it still maintains a strong
following in the amateur radio community.
Until recently it was my “to go” rig for HF, and still maintains a role as my
primary VHF/UHF radio due to it being the only “portable” on the market capable of
SSB and CW operation on the VHF and UHF bands.
18 This is the best hamfest in New England!!! Their website is at http://www.near-fest.com/.
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The FT-817's current draw on receive is 450mA, which is 3 times or more as
much as other HF QRP transceivers in its category. As a comparison the current
“state of the art” pulls 150mA, and I have a basic QRP CW “kit” radio that pulls
about 50mA. You want as low a current draw on receive as possible, as it enables
you to listen longer when operating on batteries. If you put these figures to
actual time, with the standard 12V 7AH “gel cell” battery that is the staple of
QRP ops you will get about 8 hours of receive with a FT-817, 23 hours with the
current “state of the art”, and 70 hours with my CW “kit” radio.
The FT-817 averages about $670 new for the current FT-817ND version. Used
ones sell for $400 to $500+ depending on what accessories are included in the
offer.
The current state of the art is the Elecraft
KX-3. If I were to buy a QRP radio new this is
the one I would get. This has supplanted the
Yaesu FT-817 as the radio of choice among QRP
ops. This radio covers the HF and 6m ham bands
with a maximum power output of 10 watts. It
weighs
1½
pounds
and
its
dimensions
are
3.5”Hx7.4”Wx1.6”D. It literally is the size of a
large paperback book. Like the FT-817 this radio
features an internal battery pack that will
accept 8 AA batteries, or can be run off 12V DC. For those wanting additional VHF
capability in this radio, an optional internal module is available for the 2 meter
band.
The stock KX-3 costs $1000 new, and it is unlikely that you will find used
ones anytime soon. Even if you did come across one used by someone who tried QRP
and didn't like it you would still wind up paying close to that amount. Additional
options such as the 2 meter module or antenna tuning unit cost extra. If I were
buying my first (QRP) rig, I would go for this one unless it was absolutely
impossible to afford it. Here is the setup I would get for using the KX-3 as a
combination fixed/mobile platform:
•

Elecraft KX-3, with the following options:
◦
◦
◦
◦

•

KXFL3
KXAT3
KXPD3
KXBC3

Roofing Dual Bandwidth Filter for SSB/CW/DATA
Internal, Wide-Range 20-W Automatic Antenna Tuner
Attached Precision Keyer Paddle
NiMH Charger

Elecraft KXPA-100 100 Watt Amplifier, with:
◦ KXAT100 Wide-Range 100-W ATU

You will also need a 13.8V DC power supply capable of at least 30 Amps (or a
deep-cycle battery capable of handing a 25 amp load for a period of time), and
antennas. This is a complete station that is ready to go. If you eliminated the
100 watt amplifier you can get buy with a significantly smaller power supply or
battery. At high power, the KX-3 draws about 2 amps.
Many hams complain about the intense menu-driven functionality of the modern
rigs and desire something simpler in operation. Admittedly, rigs such as the Yaesu
FT-817ND and Elecraft KX-3 get complicated when delving in the numerous menu
settings for various radio functions. Fortunately there are many nice rigs out
there that are just basic radios that admirably do the job they're supposed to
with efficiency and little fanfare. Despite their simplicity, many of these radios
are very high-performance. If you are looking for a good basic radio, one of them
might be for you.
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eye open for at hamfests.

This is a 40-meter band (7 MHz.) QRP CW
transceiver, made by Oak Hills Research19. It
cost me $50 at a local hamfest and included a
power supply. The current model20 sells for $150
new in kit form, which is still pretty
reasonable. To get on the air all you have to
do is attach a homemade dipole and a CW key. 40
meters is a very popular QRP and survivalist
band. You can always find someone down in the
"Watering Hole" around 7030/7040 KHz. to make a
contact with. It uses discrete components on a
single sided PC-Board, so you can fix it if it
breaks. This is the type of right you keep an

My QRP “go-to” rig these days is the
SG-2020 made by SGC. Here it's shown with
one of my favorite auto-tuners, the LDG Z11Pro. The SG-2020 is a basic 20 watt HF
field radio with an uncomplicated front
panel that's very easy to operate. SGC has
a reputation for making top-quality HF
multi-mission HF radio gear. While they
are no longer manufacturing transceivers,
used SGC radios are an excellent used
equipment value, when you can find them. Their owners tend to hold onto them. SGC
still makes an excellent line of antenna tuners intended for field use and austere
conditions.

Boatanchor Radios, Military Surplus, and Older Gear
There are some models of boatanchor gear that
are of particular interest to survivalist hams,
such as the early mobile and “portable” rigs that
run on 12V DC. The best-known of these were
manufactured by Gonset, whose “Gooney Box” radios
were used by Civil Defense organizations. Heathkit
rigs are another popular boatanchor. As the name
implies, these radios were sold as kits that were
then built by the ham operator. In addition to
radios, Heathkit also made kits for all sorts of
test equipment.
Many older boatanchor rigs date from a time
before the now common single-sideband (SSB) mode
of operation was used on the HF bands. These rigs
have CW and AM modes of operation. While CW is
becoming an esoteric mode on HF, its use is still
considered acceptable by the majority of amateur
radio community at large. AM operation on the
other hand is thought to be less so by some. This
is a position I strongly disagree with as I feel
that AM operation has a definite place on the ham
The classic Gonset Communicator, aka bands for a number of reasons, especially when it
“Gooney Box”. Available in six and two comes to survivalist communications.
In my brief interactions with the “AM Window”21
meter band versions. A popular Cold
ham
community, I have found them to be extremely
War-era Civil Defense radio.
19http://www.ohr.com/
20http://www.ohr.com/ohr100a.htm
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adept from a technical standpoint, always willing to help a beginner get a vintage
AM boatanchor station on the air, and in possession of a more robust sense of
humor than many others in the ham community. There is also a big crossover among
many AM Window hams with military surplus “green radios”, and other survivalisttype hobbies. I suspect that if the collapse ever occurs, these guys will be
keeping their “Armageddon Modulation” rigs on the air long long after the moremodern gear has died.
In a similar vein, many survivalist hams are also into military surplus, or
“green” radios. Milsurp radios typically cover the HF bands and the VHF six meter
ham band. Military radios are extremely rugged and hardened against the effects of
EMP. Many older tube-type milsurp radios also qualify as boatanchors. Much like
their civilian brethren, full schematics and repair information are available in
the radio's Technical Manual (TM). The older TMs are considered by many to contain
a comprehensive education in radio theory and circuitry. Military surplus was the
way that many amateur radio operators got on the air during the 1950s and 1960s
with rigs such as the ARC-5. Just like the AM boatanchor gear, milsurp radios
remain a growing, but still small subculture within the amateur radio community.
Many consider the Collins KWM-2 and KWM2A (aka US Military AN/FRC-93) HF Transceivers
to be among the best boatanchor-type radios
for survivalist use. This was the standard
military HF CW/SSB rig of choice from the
1960s until the 1990s. A carrying case, the
CC-2, is also available for transporting the
rig. Collins enthusiasts consider the KWM-2A
to be the more preferable of the two. This rig
goes
anywhere
from
$600-$2000
on
Ebay
depending
on
model,
condition,
and
accessories. If you wanted a solid Milspec
boatanchor for the HF bands, this would an
example of one to get, especially if you can
get the carrying case.

One of the nice things about the older gear is that you can fix it with
commonly available tubes and discrete circuits. Consider these radios the same as
the old stick-shift you used to drive. The one that you could fix with a
screwdriver, a set of pliers, and socket wrench set. They are uncomplicated and
straightforward in operation. Prime examples of these radios are the “hybrids”
made by Kenwood and Yaesu. These were solid state radios with tube finals. From
Yaesu, we had the FT-101 series22 (above right). Kenwood23 also had an entire series
of hybrid radios, represented here by the TS-830S (above left).
21 See http://www.amwindow.org/
22 See http://www.foxtango.org/
23 See http://frrl.wordpress.com/2008/08/03/blast-from-the-past-our-kenwood-hybrid-collection/
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Rig Recommendations
There are way too many makes and models of ham gear for a complete list. If
you are interested in a specific radio, your best bet is to check the radio
reviews at http://www.eham.net/reviews/. However, here is a short list of various
rigs I think you should keep an eye out for.

HF Gear
•

SGC SG2000 and SG2020. The SG2000 is a base station, and the SG2020 is for
portable/transportable ops. SGC made marine-grade gear that is rugged and
reliable. Unfortunately they no longer make it, and used gear is hard to
come by.

•

Yaesu FT-817, FT-857, FT-847, and FT-897.

•

Icom IC-7200

•

Grab any used 40M or 80M QRP CW rig you can for under $100. They’re
portable, use discrete components, and can be maintained easily. Some of the
old-school analog filters on the higher-quality rigs are top-notch.

•

Anything from Ten-Tec is good.

•

Elecraft KX-3 is the current choice for a good low-power field radio, but
all Elecraft radios are good.

Older HF Rigs
•

Kenwood TS-440, TS-130, TS-830, and TS-870.

•

Yaesu FT-101, FT-7 (right), FT-70 (left), FT-450, and FT-77.

•

Alinco DX-70

•

Anything from Icom. Visit http://www.ab4oj.com/icom/oldicom.html.

•

Anything from Collins. For our purposes the KWM-2 or KWM-2A would be best.

•

Drake TR-3 and TR-4

•

Atlas 210X. This is one of the more underrated radios of the early solidstate era.

•

Heathkit rigs are often inexpensive on the used equipment market and easy to
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VHF Radios
Here are some alternatives to the current crop of China-made HTs. Just about
any ~1980s-1990s+ vintage HT is a better choice then those.
•

Icom IC-2AT

•

Icom IC-02AT

•

Yaesu FT-50

•

Yaesu FT-60 - Still in production. The best choice for a rugged 2m/70cm
squad radio for those of you who want to run ham gear.

•

Alinco DJ-V5

•

Standard C528

•

Motorola JT1000

•

GE MPA (hamflashed)

•

Bendix King PRC-127

•

Alinco DJ-580

•

Cherokee AH50 – 6 Meter handheld

•

Kenwood TH21AT

•

Yaesu FT23

•

Alinco DJ-C5

•

Alinco DJ-G29T – This is a dual band 222/902 MHz. ham HT. A good
choice for those of you who a using the ham bands, but want to
operate somewhere off the beaten path. (Shown at right.)

•

Gonset Communicator – The original VHF Civil Defense radio. It runs AM
simplex, but it's a tube rig that will run on 12V DC. In an extreme griddown situation, this may be one of the few VHF rigs you can keep up and
running.

•

Drake TR-22/Kenwood TR2200G – Both the same
radio. This is another underrated model that
can be found dirt-cheap at hamnfests. This is
a AA battery/12V-powered 1 watt portable with
and internal pull-up whip antenna
and 12
crystal-controlled channels. Most are found
with a selection of local repeater and simplex
frequencies in them, and many have had an
aftermarket
PL/CTCSS
tone
encoder
board
installed. This is another vintage sold-state
radio
that
is
easily
repaired,
and
uncomplicated in operation.

These are just a few makes and models of radios that are reasonably priced
on the used market, and would possibly suit your needs.
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Appendix
◦ FCC Frequency Allocations
◦ “Communications” from US Army Field Manual FM 31-20, Special
Forces Operational Techniques
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